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14 August 2026

The Honorable Maxine Waters

Ranking Member

U.S. House Financial Services Committee
2221 Rayburn House Office Building
Washington, DC 20515

Via electronic mail

Re: House Financial Services Committee Democrats Request for
Information on Artificial Intelligence

Dear Ranking Member Waters and Members of the Committee,

The Consumer Bankers Association (CBA)! appreciates the opportunity to provide a
response to the House Financial Services Committee Democrats’ Request for
Information on Artificial Intelligence in Financial Services.2 CBA supports the
Committee’s commitment to monitor emerging technologies and examine how
policymakers can enable the safe, sound, and responsible adoption of artificial
intelligence (AI) across the financial system. We believe that the innovative use of Al
tools will fundamentally enhance the delivery of financial products and services,
providing meaningful improvements to the retail banking experience.

Banks also share the Committee’s goal of ensuring Al is deployed in ways that protect
consumers, preserve privacy, and advance financial inclusion. As long noted by
regulators, Al technologies hold significant potential to lower costs and expand
consumer access to credit when adopted responsibly.3 Congress and Federal regulators
can support such inclusive innovation by creating a balanced regulatory framework that
fosters responsible innovation while maintaining robust safeguards. Such a framework
will help ensure this transformational technology delivers tangible, safe benefits to
consumers without stifling innovation.

1 The Consumer Bankers Association is a member-driven trade association, and the only national financial
trade group focused exclusively on retail banking—banking services geared toward consumers and small
businesses. As the recognized voice on retail banking issues, CBA provides leadership, education,
research, and federal representation for its members. CBA members operate in all 50 states. They include
the nation’s largest bank holding companies as well as regional and super-community banks. The
overwhelming majority of CBA’s members are financial institutions holding more than $10 billion in
assets.

2 House Financial Service Committee, Request for Information: Artificial Intelligence in the Financial
Marketplace (2026), available at: https://democrats-financialservices.house.gov/uploadedfiles/ai rfi.pdf
3 Michelle W. Bowman, Vice Chair for Supervision, Bd. of Governors of the Fed. Res. Sys., Speech at the
Third Annual Financial Inclusion Conference: Responsible Innovation and Financial Inclusion (July 14,
2026), available at: https://www.federalreserve.gov/newsevents/speech/bowman20260714a.htm. And,
Lael Brainard, Governor, Bd. of Governors of the Fed. Res. Sys., What Are We Learning About Artificial
Intelligence in Financial Services?, Speech at the Fintech Challenge Series (Nov. 13, 2018), available at:

https://www.federalreserve.gov/newsevents/speech/brainard20181113a.htm.



https://democrats-financialservices.house.gov/uploadedfiles/ai_rfi.pdf
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Executive Summary

Banks operate within a myriad of robust, time-tested regulatory frameworks anchored
by principles that are fundamentally sound, vital to consumer protection, and
technology-neutral. When regulators consistently apply these frameworks across all
market participants, they can support both innovation and consumer safety. The rapid
advancement of Al presents an important opportunity to modernize and evolve the
existing regulatory frameworks, building upon the strong foundations already in place.

To achieve a strong regulatory balance, CBA recommends policymakers:

e Maintain Principles-Based, Technology-Neutral Frameworks Across
All Market Participants: Recognize the valuable principles underpinning
existing federal financial statutes and ensure all entities deploying Al in
consumer financial markets are held to uniform standards.

e Establish Clear Federal Preemption and National Consistency:
Congress must establish a clear federal Al standard (for both developers and
deployers) that explicitly preempts conflicting state and local requirements as
applied to federally regulated banking organizations, replacing a fragmented
regulatory patchwork with strong, enforceable, nationally consistent protections
implemented by federal banking agencies.

e Work with Industry to Right Size AI Risk Management Expectations:
Building off of the progress in the prudential regulators’ SR 26-2 MRM Guidance,
collaborate with industry to refine a practical framework for AI models that
removes the supervisory friction arising from forcing non-deterministic models
into traditional validation frameworks, while retaining core principles such as
risk-tailored oversight, continuous monitoring, and real-time validation.

e Work with Industry to Ensure that Supervision Expectations for
Third-Party Risk Management are Appropriately Risk-Based:
Recognize existing inconsistencies with risk-based guidance implementation,
acknowledge the structural and contractual limitations banks face regarding
vendor supply chain visibility, encourage standardized vendor data disclosures,
and support clear boundaries for bank oversight. Additionally, Congress should
amend the Bank Service Company Act to clarify federal banking agencies’
appropriate, modernized examination and information-access authority over
critical third-party service providers.

¢ Protect Consumers Across Emerging Payment Networks for Agentic
Commerce: Existing payment regulations and private network rules generally
apply to transactions initiated by consumer-authorized Al agents. It is unclear
whether consumers benefit from similar protections when using emerging
crypto-based payment rails, which creates significant risk.
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Please find below CBA’s more specific responses to certain questions in the RFI.

Submission Details (Questions 1 and 3)

Q1: Please provide your name and the name of your organization.

The Consumer Bankers Association, or CBA.

Q3: Would you like to provide an email address, potentially allowing us to
contact you for further details? If so, please include your email address

below.

Please reach out to Jake Letterie, AVP, Director of Government Relations, at
jletterie@consumerbankers.com, for any follow-up.



mailto:jletterie@consumerbankers.com
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Anthropic’s Mythos and OpenATI’s GPT-5.5 - Cyber (Question 8)

Q8: What factors and who should determine which firms participate in
Project Glasswing or related initiatives?

Securing early access to advanced models is essential for financial institutions,
particularly large financial institutions that are members of critical infrastructure and
may not rely on service providers as extensively as small providers for technology needs.
This access will help ensure that banks can proactively identify zero-day vulnerabilities
and protect customers, as well as the overall safety and availability of the U.S. financial
system.

Model Fairness and Explainability (Questions 10 & 11)

Q10: What kinds of explainability standards should Congress and/or
regulators establish to allow affected individuals to understand how Al
systems used by the financial services and housing industries reach their
decisions, such as in underwriting decisions that may result in credit
denials?

Depository institutions have long complied with rigorous explainability and consumer
disclosure requirements governing credit decisions, including the provisions for
unexplainable models embedded in the guidance for Model Risk Management.4 The
Equal Credit Opportunity Act (and its implementing regulation, Regulation B), and the
Fair Credit Reporting Act form the statutory backbone of consumer adverse action
notice requirements.5 Under these statutes, creditors must provide applicants with
specific reasons for an adverse action, and relevant credit score information whenever
credit is denied or offered on less favorable terms. These statutory requirements apply
equally regardless of the technology utilized to make an underwriting determination.
Rather than create new legal frameworks, Congress should clarify that existing
regulations apply to Al.

Banks possess decades of operational experience navigating and satisfying these
requirements, demonstrating that existing federal law provides a robust, adaptable, and
fully capable framework for ensuring algorithmic transparency and consumer
accountability. Despite the existence of these longstanding standards for banks at the
federal level, individual states are attempting to enact their own requirements for Al
explainability and algorithmic transparency. State measures, such as the Colorado
Automated Decision-Making Technology Act or California’s regulations on Automated
Decision-Making Technology, introduce burdensome compliance regimes that may

4 See, e.g., Lael Brainard, Member, Bd. of Governors of the Fed. Rsrv. Sys., What Are We Learning about
Artificial Intelligence in Financial Services?, Remarks at Fintech and the New Financial Landscape (Nov.
13, 2018), available at: https://www.federalreserve.gov/newsevents/speech/brainard20181113a.htm.

5 Fair Credit Reporting Act, 15 U.S.C. § 1681m(a) (requiring adverse action notices for consumer credit
reports); Equal Credit Opportunity Act, 15 U.S.C. § 1691(d)(2) (requiring statement of reasons for credit
denial)



https://www.federalreserve.gov/newsevents/speech/brainard20181113a.htm
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overlap or conflict with existing federal standards.® The continued proliferation of state-
specific mandates, each with differing conceptions of transparency, liability, and
oversight, is creating a regulatory patchwork that delays consumer-friendly Al
innovation at financial institutions and could even increase the cost of credit as
compliance costs grow.

5

While depository institutions are already subject to continuous safety and soundness
supervision and examination by the prudential banking regulators, and those with more
than $10 billion in assets by the CFPB for FCRA, Regulation B, and ECOA compliance,
nonbank financial companies routinely offer competing financial products without any
comparable expectations and minimal examination. To prevent state-level
fragmentation and eliminate competitive imbalances, the CFPB, with its unique
statutory authority to supervise and examine nonbanks, should leverage its existing
supervisory authorities to ensure that any federal Al explainability baselines apply
uniformly across all players in the financial system. Broadening the CFPB’s supervisory
focus to actively examine nonbanks for compliance with these federal baselines helps
ensure nonbank models meet the same rigorous oversight standards long met by banks,
while preempting a disruptive patchwork of state rules.

Further, we urge Congress and federal regulators to establish clear federal preemption
that replaces disjointed state requirements with a uniform national baseline for
federally regulated financial institutions. This federal framework should be firmly
grounded in the proven, technology-neutral, risk-based architecture of existing bank
regulation, ensuring that strong consumer protection, fair lending, privacy, and safety-
and-soundness standards are preserved nationwide. Authority for implementing and
overseeing all Al expectations for federally regulated financial institutions must fall to
the federal banking agencies, as these regulators possess the specialized expertise
required for understanding the existing technology architecture, risk-management
obligations, and safety-and-soundness requirements.

Q11: What pre-deployment and post-deployment controls should Congress
and/or regulators require for AI models regarding inputs, weights, and
technical elements?

Pre-deployment validation has long served as the industry standard for model
governance.” In conventional quantitative modeling, pre-deployment validation relies

6 An Act Concerning the Use of Automated Decision-Making Technology in Consequential Decisions, S.B.
26-189, 75th Gen. Assemb., 2d Reg. Sess. (Colo. 2026), available at: https://leg.colorado.gov/bills/sb26-
189.; Cal. Privacy Prot. Agency, Approved Regulations Text: CCPA Updates, Cybersecurity Audits, Risk
Assessments, Automated Decisionmaking Technology (ADMT), and Insurance Regulations (2025),
available at: https://cppa.ca.gov/regulations/pdf/ccpa updates cyber risk admt appr text.pdf.

7 Bd. of Governors of the Fed. Res. Sys., Supervisory Letter SR 11-7 on Guidance on Model Risk
Management (Apr. 4, 2011), https://www.federalreserve.gov/supervisionreg/srletters/sr1107.htm; and
Off. of the Comptroller of the Currency, Bd. of Governors of the Fed. Res. Sys. & Fed. Deposit Ins. Corp.,
Supervisory Guidance on Model Risk Management 77 (Apr. 17, 2026), available at:
https://www.occ.gov/news-issuances/bulletins/2026/bulletin-2026-13a.pdf (“Validation generally
occurs prior to a model’s first use”).



https://leg.colorado.gov/bills/sb26-189
https://leg.colorado.gov/bills/sb26-189
https://cppa.ca.gov/regulations/pdf/ccpa_updates_cyber_risk_admt_appr_text.pdf
https://www.google.com/search?q=https://www.federalreserve.gov/supervisionreg/srletters/sr1107.htm
https://www.occ.gov/news-issuances/bulletins/2026/bulletin-2026-13a.pdf
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on evaluating a model’s mathematical baseline by comparing inputs directly against
deterministic outputs prior to the model’s initial release. However, deep learning
models (including GenAl and agentic AI models) operate on probabilistic, non-
deterministic structures where identical inputs can yield varied outputs depending on
specific context, prompt engineering, or real-time data inputs. Consequently, forcing
non-deterministic models into rigid, pre-deployment validation frameworks is
inherently ill-suited and creates unnecessary supervisory friction without meaningfully
reducing risk.

Instead, we advocate adopting a risk-based approach under which firms identify and
apply controls that are appropriate to the risks presented by the particular use case. CBA
recommends that policymakers consider the extent to which the governance of
probabilistic models should transition to a dynamic, outcomes-based framework that
incorporates continuous monitoring and post-deployment auditing, proportionate to
risk. A flexible, dynamic approach allows banks to oversee models in real-time as they
interact with live data. The flexibility and adaptability inherent in a dynamic framework
will likely increase in importance over time as AI models evolve beyond GenAl. To
ensure safety and soundness within a continuous monitoring regime, policymakers
should consider “circuit breakers”—automated controls designed to halt a model’s
operation if its outputs exceed pre-defined risk parameters or move outside its intended
range, if appropriate to the risk of the system.8 Regulators could also consider the value
of automated red-teaming for post-deployment model auditing. This involves leveraging
adversarial Al to continuously probe an already-deployed model for hallucinations,
biases, or security vulnerabilities. By formalizing support of such mechanisms,
policymakers can help provide banks with the operational clarity necessary to more
confidently deploy innovative Al solutions while maintaining the integrity of the
financial system.

8 Randal Quarles, Vice Chair for Supervision, Bd. of Governors of the Fed. Rsrv. Sys., A Conversation on
Machine Learning in Financial Regulation, Remarks at the 2018 Financial Markets Conference (May 16,
2018), available at: https://www.centralbanking.com/regulation/3503811/feds-quarles-backs-light-

touch-regulation-on-machine-learning



https://www.centralbanking.com/regulation/3503811/feds-quarles-backs-light-touch-regulation-on-machine-learning
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Model Risk Management (Question 12)

Q12: What changes, if any, should regulators and Congress consider making
for the Revised Guidance on Model Risk Management, in light of recent AI
developments?

Banks have used AI and machine learning models with supervision from regulators for
many years. While existing laws, regulations, and supervisory guidance may not
specifically address Al, they do establish principles for effective model risk
management, governance, and controls regarding the use of various technologies. The
principles-based approach, originally established in the SR 11-7 MRM Guidance, and
recently replaced by SR 26-2, has served as a durable regulatory foundation for over a
decade.9 CBA has consistently supported this approach to MRM for AI models.10

At the same time, we believe banking agencies were entirely correct to exclude advanced
GenAlI and agentic Al tools from the traditional MRM scope when replacing the MRM
guidance in April 2026, and we specifically appreciate the agencies narrowing the
definition of “model” strictly to quantitative output models. As noted in our response to
Question 11, forcing GenAl models into legacy quantitative validation frameworks
universally, without regard for risk, creates immense supervisory friction and
operational bottlenecks without yielding tangible gains in consumer protection or safety
and soundness. Moreover, removing these tools from MRM does not leave them
unregulated, nor does it preclude institutions from incorporating aspects of MRM into
their model governance in a more risk-based manner. It simply allows institutions to
govern these models through existing, purpose-built risk management frameworks such
as those for third parties, cybersecurity, information security, and compliance
management. This distinction is especially vital for agentic AI, where risk is rooted in
delegated authority, and complex, multi-step interactions. Integrating controls within
these specialized frameworks provides more meaningful oversight than legacy model
validation.

For these reasons, we welcome the OCC’s intent to issue a separate RFI specifically on
AI model risk management. We also acknowledge that the removal of GenAI and agentic
Al from the updated MRM guidance leaves space for industry to determine how best to
move forward managing risks for Al models. CBA stands ready to collaborate with
policymakers to adapt the core principles we have long championed as the bedrock of
any Al model-focused framework. These principles include:

9 SR Letter 11-7; SR Letter 26-2.

10 Consumer Bankers Ass’n, Supplemental Comment Letter on FSOC Al Innovation Series Roundtable on
Value Generation & Efficiency 2 (Apr. 24, 2026), available at: https://consumerbankers.com/wp-
content/uploads/2026/04/CBA-Supplemental-Letter-to-FSOC-AI-Roundtable-April2026-1.pdf;
Consumer Bankers Ass’n, Comment Letter on Request for Information on Uses, Opportunities, and Risks
of Artificial Intelligence in the Financial Services Sector (Aug. 2024), available at:
https://consumerbankers.com/wp-content/uploads/2024/08/CBA-Comment-on-TREAS-DO-2024-
0011-AI-RFIL.pdf; Consumer Bankers Ass’n, Statement for the Record for the Hearing on From Principles
to Policy: Enabling 21st Century AI Innovation in Financial Services Before the H. Comm. on Fin. Servs.,



https://consumerbankers.com/wp-content/uploads/2026/04/CBA-Supplemental-Letter-to-FSOC-AI-Roundtable-April2026-1.pdf
https://consumerbankers.com/wp-content/uploads/2026/04/CBA-Supplemental-Letter-to-FSOC-AI-Roundtable-April2026-1.pdf
https://consumerbankers.com/wp-content/uploads/2024/08/CBA-Comment-on-TREAS-DO-2024-0011-AI-RFI.pdf
https://consumerbankers.com/wp-content/uploads/2024/08/CBA-Comment-on-TREAS-DO-2024-0011-AI-RFI.pdf
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o Risk-Tailored Oversight: Supervisory expectations should correspond to the
specific use case, consumer impact, and materiality of the model, rather than
applying blanket validation protocols to low-risk operational tools. For example,
the lowest risk use cases, such as those for general productivity assistance, should
not be subject to the same level of documentation, validation, and senior
governance as higher-risk use cases.

e Sound Model Development and Use: Any framework should support
flexible, sound development practices aligned with business need and model
purpose.

e Continuous Monitoring and Real-Time Validation: As governance
evolves for non-deterministic AI models, regulators should recognize dynamic,
post-deployment monitoring mechanisms—such as voluntary automated “circuit-
breakers”—as effective tools for managing real-time risks like algorithmic drift or
hallucination.

« Robust Governance, Policies, and Controls: Model risk management
should encourage clear internal roles and organizational accountability tailored
to an institution’s size and complexity. Adequate documentation helps support
effective risk management.

o Integrated TPRM: Model governance expectations must align realistically with
enterprise vendor management, recognizing structural supply chain limits while
encouraging standardized vendor transparency.

Finally, federal policymakers and regulators must ensure that nonbank financial entities
deploying Al in consumer-facing markets are held to the same supervisory and risk-
management standards as regulated depository institutions.!* Allowing unexamined
nonbank entities to deploy high-capability models without equivalent oversight creates
systemic blind spots and exposes consumers to unmitigated risk.

119th Cong. (Dec. 10, 2025), available at: https://consumerbankers.com/wp-
content/uploads/2025/12/HFSC-Hearing Enabling-21st-Century-Al-Innovation-in-Financial-Services-
12.10.2025.pdf.

u Lindsey Johnson, The Mythos Moment and What It Means for Banking, Consumer Bankers Ass’n Blog
(May 29, 2026), available at: https://consumerbankers.com/blog/the-mythos-moment-and-what-it-
means-for-banking/.



https://consumerbankers.com/wp-content/uploads/2025/12/HFSC-Hearing_Enabling-21st-Century-AI-Innovation-in-Financial-Services-12.10.2025.pdf
https://consumerbankers.com/wp-content/uploads/2025/12/HFSC-Hearing_Enabling-21st-Century-AI-Innovation-in-Financial-Services-12.10.2025.pdf
https://consumerbankers.com/wp-content/uploads/2025/12/HFSC-Hearing_Enabling-21st-Century-AI-Innovation-in-Financial-Services-12.10.2025.pdf
https://consumerbankers.com/blog/the-mythos-moment-and-what-it-means-for-banking/
https://consumerbankers.com/blog/the-mythos-moment-and-what-it-means-for-banking/
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Data Privacy & Data Supply Chains (Questions 13,14 and 1

Q13: How should Federal laws relating to data privacy for the financial
and housing industries be amended to address the privacy risks from AI?
Do they need to be amended in any way to simultaneously ensure that
Jinancial institutions can conduct appropriate identity verification and
Jinancial crime compliance?

For over two decades, banks have maintained high standards of data protection and
privacy under the comprehensive framework of Title V of the Gramm-Leach-Bliley Act
(GLBA).:2 GLBA Title V establishes a federal regime that mandates physical,
administrative, and technical safeguards to secure nonpublic personal information.
Banks are subject to continuous, direct supervisory oversight and examination by the
federal banking agencies to ensure these safeguards adapt effectively to emerging
technological architectures, including advanced Al data pipelines.

CBA supports Congressional efforts to modernize Title V,3 and we emphasize that in
doing so, Congress must strike the right balance between consumers’ controlling the
disclosure of their nonpublic personal information and preserving robust fraud
mitigation capabilities, particularly considering the likely effect of the CFPB’s
forthcoming reconsideration of the Personal Financial Data Rights (PFDR) Rule
implementing Section 1033 of the Dodd-Frank Act, which the prior Administration
treated as an open banking rule on data flows.4 Granting third parties and data
aggregators broader access to consumer credentials and nonpublic personal information
inherently expands the financial system’s vulnerability to fraudulent attacks. In an
environment where, upon passage of the PFDR Rule, more sensitive customer data than
ever before could move out of highly regulated banking institutions to third parties, and
bad actors increasingly leverage Al capabilities for identity theft and other fraudulent
activities,'s maintaining secure data perimeters becomes essential for protecting
consumers. Accordingly, as Congress works to modernize Title V, it should ensure
cybersecurity standards apply equally across the entire data ecosystem to prevent
nonbank third parties from becoming the weak links in the financial system’s cyber
defenses.

12 Gramm-Leach-Bliley Act, 15 U.S.C. §§ 6801—-6809.

13 Guidelines for Use, Access, and Responsible Disclosure of Financial Data Act (GUARD Financial Data
Act), H.R. ___,119th Cong. (discussion draft, Apr. 21, 2026), available at
https://financialservices.house.gov/uploadedfiles/glba xml v21.pdf.

14 See, Personal Financial Data Rights Reconsideration, 9o Fed. Reg. 40986 (Aug. 22, 2025), available
at: https://www.govinfo.gov/content/pkg/FR-2025-08-22/pdf/2025-16139.pdf

15 Letter from Consumer Bankers Ass’n, to Scott Bessent, Sec’y, U.S. Dep’t of the Treasury, Re: Advancing
a Whole-of-Government Strategy to Combat Fraud and Scams: Priorities for Treasury Leadership 4
(May 21, 2026) (noting that “[t]he Identity Theft Resource Center in its 2025 Trends Report identified the
use of AI technology by fraudsters to coerce unsuspecting victims into surrendering their identity
credentials as the most notable emerging trend of the year”), available at
https://consumerbankers.com/wp-content/uploads/2026/05/CBA-Letter-to-Sec.-Bessent-re-Fraud-and-
Scams-May-2026.pdf.



https://financialservices.house.gov/uploadedfiles/glba_xml_v21.pdf
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To ensure federal privacy reforms complement fraud prevention efforts, policymakers
should consider pairing data modernization efforts with explicit statutory safeguards for
covered financial institutions. Specifically, modernizing Title V should establish a
framework for consumer-permissioned data flows grounded in strict data minimization
principles where the default presumption is that consumers desire minimal data
collection. Under this framework, data aggregators and third parties must be prohibited
from sharing data for non-essential or secondary purposes without a clear, affirmative
consumer opt-in, and held to the same GLBA standards for protecting the data as banks.
Furthermore, statutory language should confirm that banking institutions retain
authority to mandate baseline cybersecurity, operational, and technical risk
management benchmarks for third parties prior to granting access to consumer data
environments. Updates should also encourage encrypted API connections which allow
institutions to manage data sharing without compromising credential integrity, unlike
dangerous practices such as screen scraping.1¢ Finally, federal privacy statutes should
protect financial institutions from liability or claims of unreasonable access restriction
when conducting standard risk assessments, vetting aggregators, or limiting data access
based on documented fraud and operational security concerns. Any future PFDR Rule
promulgated by the CFPB should be consistent with the aforementioned principles.

10

At the same time, policy reforms must also address the supervisory and examination
asymmetry between banks and nonbanks regarding data protection. While banks are
subject to comprehensive safeguards, particularly the extensive supervisory
expectations of the Federal Financial Institutions Examination Council Examination
principles,” nonbanks are largely governed only by the Federal Trade Commission’s
narrower Safeguards Rule.18 Despite handling the same, sensitive consumer financial
information, nonbanks face neither bank-level regulatory standards nor a routine
examination schedule. As Congress evaluates federal privacy statutes and the CFPB
considers its regulatory perimeter, policymakers must ensure nonbanks are held to
equivalent data security standards and actively examined for compliance. All firms,
regardless of depository status, must abide by the same rigorous data privacy standards
in order to protect consumers.

Q14: What steps can Federal regulators take, utilizing existing authorities,
to improve data privacy in the financial and housing marketplace for the
benefit of consumers? How can this be balanced, too, with the necessary
access to data in areas like customer identification and financial crime
compliance?

As banks train and deploy AI models, GLBA’s technology-neutral privacy and security
requirements continue to provide strong, effective protection for consumer data.

16 “Screen scraping” refers to the use of consumer credentials by a third party to log into banks’ websites
millions of times daily to pull consumer data.

17 See Fed. Fin. Insts. Exam. Council, Information Security Booklet, FFIEC Information Technology
Examination Handbook (Sept. 2016), https://ithandbook.ffiec.gov/; see also Fed. Fin. Insts. Exam.
Council, Architecture, Infrastructure, and Operations Booklet, FFIEC Information Technology
Examination Handbook (June 2021), https://ithandbook.ffiec.gov/.

18 Standards for Safeguarding Customer Information (FTC Safeguards Rule), 16 C.F.R. Part 314.
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However, the rapidly expanding patchwork of individual state data privacy laws
presents significant operational challenges for national financial institutions. While
many comprehensive state privacy statutes include entity-level exemptions for financial
institutions subject to GLBA, an increasing number of state proposals seek to create
novel obligations that conflict with federal standards.19 Also, many state laws lack
exemptions for fraud and information-security related technologies, or for technologies
banks use for complying with consumer protection requirements established under
existing law (e.g., technologies for anti-money laundering, combatting terrorist
financing, establishing lending standards, and account alerts). This fragmented
regulatory landscape creates considerable compliance friction and threatens the smooth
deployment of innovative, Al-driven financial tools.

11

To address these challenges and foster responsible innovation, Congress should
consider developing federal data privacy legislation to establish a single, uniform
national standard for consumer data protection that explicitly preempts conflicting state
and local privacy laws. Such a federal privacy framework should include an explicit
carve-out for GLBA-regulated entities, and preserve the technology-neutral and sector-
specific standards established by GLBA for financial institutions to ensure that banks
are not subject to duplicative or conflicting obligations.

Q17: Would it be helpful to provide financial institutions using vendor-
provided GenAlI systems a standardized description (training data,
source, model incorporation)? What steps should regulators take?

Yes, establishing a standardized vendor data description would be helpful to financial
institutions. Banks frequently rely on third-party vendors to deploy GenAl capabilities.
Banks also remain subject to rigorous TPRM expectations and model governance
standards which mandate they thoroughly understand and validate all technology
within their operational perimeter. When vendor-provided models remain opaque,
fulfilling these supervisory considerations becomes exceptionally difficult as banks are
held fully accountable for model outputs, yet lack visibility into the underlying data
components of the model. A standardized “data nutrition label” requirement for
commercial Al developers could help resolve this information asymmetry, so long as
regulators clearly state that possessing such a disclosure satisfies TPRM expectations.

To foster greater vendor transparency while addressing third-party operational
dependencies, CBA suggests that Congress and federal regulatory agencies consider the
following steps:

19 See, e.g., California Consumer Privacy Act (CCPA), Cal. Civ. Code § 1798.100 et seq. (providing only a
narrow, data-level GLBA exemption and establishing California Privacy Protection Agency regulations on
Automated Decision-Making Technology that create pre-use notice and opt-out rights for automated
underwriting and model training); Oregon Consumer Privacy Act (OCPA), Or. Rev. Stat. § 646A.570 et
seq. (eroding national predictability through data-level exemptions that force dual-track data
architectures for non-non personal identifying digital interactions); Vermont Data Privacy and Online
Surveillance Act (VDPOSA) (enacting mandatory privacy policy disclosures for Large Language Model
training alongside consumer opt-out rights for automated profiling).
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e Encourage Upstream Vendor Transparency & Timely Updates:
Congress and regulators should encourage Al developers and third-party vendors
to disclose key data sourcing parameters and regularly notify institutional clients
when underlying models or training datasets undergo material updates.2°
Policymakers might incentivize these practices by establishing recognized
voluntary disclosure standards or safe-harbor mechanisms for transparent
vendors, while clarifying that banks may leverage these standardized artifacts to
satisfy due diligence expectations for TPRM compliance.

12

e Build Upon Treasury Recommendations for Nutrition Labels:
Regulators could build on the U.S. Department of the Treasury’s March 2024
report, Managing Artificial Intelligence-Specific Cybersecurity Risks in the
Financial Services Sector, which highlighted the potential value of standardized
“data nutrition labels” for vendor-provided Al systems.2! Like actual nutrition
labels that disclose the ingredients used in various food products, these “nutrition
labels” would identify “what data was used to train a model, where it came from,
and how any data submitted to the model would be incorporated.”22
Collaborating with standards-setting bodies (e.g., the National Institute for
Standards and Technology) could help policymakers establish practical
disclosure templates for commercial AI developers.23

e Establish a Federally Recognized Standard: Federal banking agencies
could endorse standardized vendor data disclosures and update notifications as
helpful supplementary artifacts during vendor risk evaluations.

e Maintain the Distinction Between Upstream Vendors and
Downstream Banks: While standardized descriptions from commercial
vendors offer helpful visibility during procurement, requiring banks to publicly
disclose the internal training sets or fine-tuning data used in their own
operational models would risk exposing proprietary architectures and raising
data security concerns without offering meaningful consumer protection.

e Value Contractual Protections Alongside Disclosures: While disclosures
provide helpful visibility, consistent with existing TPRM standards, strong
contractual protections are often more powerful mechanisms for managing risk.

20Modern vendor disclosure mechanisms should ideally utilize standardized, machine-readable formats to
enable financial institutions to leverage Al tools for automated intake, and continuous model governance.
In the context of GLBA Title V and the Interagency TPRM Guidance, machine-readable artifacts allow
covered institutions to maintain dynamic, ongoing oversight of third-party risk profiles rather than
relying entirely on static, periodic manual reviews.

21 J.S. Department of Treasury, “Managing Artificial Intelligence-Specific Cybersecurity Risks in the
Financial Services Sector” (March 2024), https://home.treasury.gov/system/files/136/Managing
Artificial-Intelligence-Specific-Cybersecurity-Risks-In-The-Financial-Services-Sector.pdf.

221,

23 Tt is worth noting that GenAlI tools themselves can automate the ingestion, analysis, and synthesis of
standardized “nutrition labels” which can enable financial institutions to quickly evaluate highly granular
datasets at a scale, speed, and level of precision that human review cannot replicate.
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Third Party Risk Management (Questions 19 and 20)
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Q19: What steps should Congress and regulators take to heighten
monitoring of emerging risks from the use of AI in financial services and
housing industries?

The adoption of artificial intelligence within the banking sector is fundamentally
dependent on third-party relationships. Whether a large-scale institution or a
community bank, nearly all financial institutions rely on market-dominant vendors,
especially hyperscale cloud service providers, to provide the computing power and
foundational models necessary for AI deployment.24 Growing adoption of Al across
financial services is likely to deepen these dependencies even further. Given these
realities, regulators can take several specific steps to heighten monitoring of emerging
risks from the use of vendor-provided Al in financial services.

CBA hosted a roundtable discussion in May 2026 to evaluate the current state of TPRM,
and to discuss some potential steps regulators can take to modernize the framework.
The roundtable consisted of technology providers, fellow banking trades, and current
and former federal banking regulators. The discussion culminated in a joint policy
report authored by CBA, the American Fintech Council, the Coalition for Financial
Ecosystem Standards, and the Independent Community Bankers of America, outlining
recommendations for modernizing third-party risk management.25

First among the recommendations was that regulators must ensure consistent
application of the Interagency TPRM Guidance during examinations. As noted in the
TPRM white paper,2¢ roundtable participants generally view the principles promulgated
in existing TPRM guidance favorably. Our concerns stem instead from the overly broad
and inconsistent application of the guidance across agencies, regional offices, and even
individual exam teams.2” Rather than adopt a risk-tailored approach to examination,
examiners too often interpret the guidance as a wide-ranging checklist of mandatory
requirements, which leaves banks feeling like they must dedicate equal resources to low-
risk vendors and critical service providers alike. To limit the regulatory uncertainty
rendered by this inconsistency, CBA recommends the federal banking agencies take
concrete steps internally to reinforce the principles-based, risk-driven nature of the
interagency TPRM guidance. This could be accomplished by providing centralized “case
study” style examiner training that explains how principles-based reviews differ from
applying a checklist, and provides illustrative examples of how an examiner should
assess aspects of a bank’s third-party risk management performance using the

24 See, e.g., U.S. Department of the Treasury, The Financial Services Sector’s Adoption of Cloud Services
(Feb. 8, 2023), available at: https://home.treasury.gov/system/files/136/Treasury-Cloud-Report.pdf.

% Third Party Risk Management: Observations and Recommendations for Federal Banking Agencies 3—
4, 17—-19 (May 2026), available at: https://consumerbankers.com/wp-content/uploads/2026/05/Joint-
Trade-TPRM-Roundtable.pdf

26 Id.

27 Interagency Guidance on Third-Party Relationships: Risk Management, 88 Fed. Reg. 37920 (June 9,
2023).
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Interagency Guidance.28
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Additionally, banks would benefit from regulators clarifying the practical boundaries of
banks’ TPRM obligations, particularly regarding subcontractor (or, “n-th” party)
oversight. While banks are responsible for managing risks associated with their direct
vendors, in many cases it is neither practical nor feasible for banks to oversee and
monitor an entire supply chain of subcontractors, including, but not limited to, Al
model providers. The Interagency Guidance appears to recognize this reality in
discussing subcontractor relationships but does not provide specific expectations for
how banks should approach “n-th” party risks. Therefore, we urge the federal banking
regulators to confirm that a bank’s TPRM obligations extend only as far as their third
parties — the parties with whom they are in contractual privity.

Regulators should also acknowledge the structural limitations inherent in auditing
major technology service providers. All banks, particularly smaller and mid-sized banks,
face challenges obtaining information necessary for TPRM compliance from large or
market-dominant service providers. These third parties often possess significant market
leverage, making it difficult for banks to negotiate contract terms and obtain the data
they need to satisfy due diligence and ongoing monitoring requirements.29 The TPRM
guidance must acknowledge the challenges across the lifecycle of the third-party
relationship: throughout onboarding, contracting, and ongoing monitoring. Regulators
should also consider accepting reports from banks regarding instances where a vendor
refuses to provide information that the bank has deemed necessary for effective third-
party risk management.

Q20: What actions can Congress take to ensure there remains adequate
oversight of third-party vendors used by financial services firms,
particularly during periods of reduced agency enforcement and
supervision capacity?

Congress can also take specific steps to heighten monitoring of emerging risk from the
use of vendor-provided Al in financial services. Under Section 7 of the Bank Service
Company Act (BSCA) federal banking agencies already possess an explicit mandate to
regulate and examine services performed by a third party for a depository institution “to
the same extent as if such services were being performed by the depository institution
itself on its own premises.”3° Yet while the federal banking agencies possess the tools
they need to directly examine critical service providers, Congress can help the agencies
leverage those tools to greater effect by amending the BSCA to account for banks’
growing dependency on key service providers.

28 Id.
29 CBA TPRM Observations and Recommendations.
30 Bank Service Company Act § 7(c), 12 U.S.C. § 1867(c).
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Specifically, Congress should consider amending the BSCA to clarify federal banking
agencies’ appropriate, modernized examination and information-access authority over
critical third-party service providers. Shifting baseline due diligence to direct regulatory
supervision would help alleviate the commercial bargaining power imbalance between
banks and technology providers while allowing regulators to evaluate systemic risks
across the financial ecosystem at once rather than through redundant, bank-by-bank
examinations. The banking agencies should then provide this information to banks to
inform their risk-based TPRM determinations. Timely access to service provider
Reports of Examination would be particularly useful to banks assessing the risks
associated with potential or current vendors. Furthermore, where a critical service
provider is found to have deficiencies, the most effective response may be for the
banking agencies to pursue corrective measures directly with the provider under their
BSCA authority, rather than relying solely on banks to leverage limited options under a
vendor contract. While banks will always remain responsible for due diligence specific
to their unique Al use cases, Congress can amend the BSCA to help regulators play a
more active role in foundational oversight and enforcement that will ensure a more
resilient and innovative financial system.

15
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Liability Frameworks and Autonomous Agents (Question 22)
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Q22: What liability should apply to financial institutions and/or third-
party providers if AI contributes to legal/regulatory violations? Should
safe harbors be provided?

To evaluate liability in the context of emerging technologies, CBA convened an Agentic
Al Payment Symposium with financial institutions, payment networks, tech developers,
and regulators. CBA then synthesized the symposium’s key findings in a white paper.3:

Among the key findings was that liability for payment transactions is governed by long-
standing federal frameworks, specifically the Electronic Fund Transfer Act (EFTA) for
debit and electronic transfers, and the Truth in Lending Act (TILA) for credit card
transactions. Enacted in 1978, EFTA and its implementing regulation (Regulation E)
establish substantial protections for consumers who use electronic payment methods.32
Key protections include a consumer liability cap, clarity on burden of proof
expectations, and an access device exception. A consumer’s liability for unauthorized
electronic funds transfers is capped at $50 if the consumer reports the unauthorized
transfer within two days of discovering it, and at $500 if the consumer misses that
deadline but reports it within 60 days. If the consumer does not report unauthorized
transfers within 60 days after transmittal of his periodic statement, the consumer’s
liability is uncapped. The burden falls on the financial institution to prove that a transfer
was authorized; if the institution cannot establish authorization, the consumer is not
liable. TILA and its implementing regulation, Regulation Z, provide a complementary
layer of security for credit-based transactions. Under TILA, consumer liability for
unauthorized credit card use mirrors the framework set out under EFTA and is generally
capped at $50, ensuring that the risks of innovation or fraud do not fall squarely on the
individual.33 Collectively, EFTA and TILA have formed a regulatory floor that has
successfully shielded consumers for decades.

The key framework under Regulation E most relevant to agentic AI governs consumer
access devices and the statutory definition of an “unauthorized electronic fund transfer.”
Under Regulation E, an electronic fund transfer is not “unauthorized” if it is initiated by
a party who furnished the access device to the account by the consumer, unless the
consumer has formally notified the financial institution that transfers by that party are
no longer authorized.34 Because an Al agent functions as a consumer’s authorized
delegate, providing credentials or API keys to the agent constitutes “furnishing” the
access device. Consequently, CBA’s understanding is that “when a consumer gives an
access device, such as a payment card or payment credentials, to another person and
that person initiates transactions the consumer did not intend for that person to initiate,

3t Consumer Bankers Ass'n & Davis Wright Tremaine LLP, Agentic AI Payments: Navigating Consumer
Protection, Innovation, and Regulatory Frameworks (Jan. 2026), available at:
https://consumerbankers.com/wp-content/uploads/2026/01/CBA-Agentic-Symposium-White-Paper-
2026-01v2.pdf

32 See, Electronic Funds Transfer Act 15 U.S.C. § 1693 and 12 C.F.R. § 1005.

33 See, Truth in Lending Act, 15 U.S.C. § 1601 and 12 C.F.R. § 1026 (Regulation Z).

3415 U.S.C. § 1693a(12)(A); 12 C.F.R. § 1005.2(m)(1)
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the consumer may be liable for those transactions—not the financial institution that
issued the card or credential. Put another way, consumers may be liable for mistakes
their agents make and these mistakes could be costly.”35

17

While these established consumer protection laws, as well as private card network
rules,3¢ apply to traditional electronic and credit transactions, it is unclear if they
currently apply to cryptocurrency payment rails. As the adoption of agentic Al tools
accelerates, it is likely that at least some of these tools will rely on new payment methods
and rails.3” While such innovations represent notable technological advances, they may
lack the chargeback mechanisms and protections that consumers have come to expect
from the card and ACH networks. As a result, consumers may benefit from the speed of
Al-driven payments in the short term, only to be left without recourse if their
transactions on these unprotected rails are compromised. As agentic payment tools
move toward wide-scale deployment, it is critical for industry participants and
policymakers to consider the potential consumer harms, and the potential harms to the
adoption of innovative Al tools, arising from leaving crypto-based payments without
similar protections to those found in the banking system.

* * *

35 CBA & DWT Agentic AI White Paper

36 See, e.g., MASTERCARD, MASTERCARD RULES (2026),
https://www.mastercard.com/content/dam/mccom/shared/business/support/rules-pdfs/mastercard
rules.pdf; VISA, VISA CORE RULES AND VISA PRODUCT AND SERVICE RULES (2025),
https://usa.visa.com/dam/VCOM/download/about-visa/visa-rules-public.pdf.
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Banks remain deeply committed to maintaining the highest standards of safety,
soundness, and consumer fairness as they responsibly integrate artificial intelligence
into their workflows. Existing federal regulatory frameworks already subject financial
institutions to rigorous consumer protection standards, and it is vital that regulators
recognize the strength of these foundational protections while harmonizing any future
oversight with existing law. Clear, principles-based guidance will empower financial
institutions to continue innovating responsibly while safeguarding consumer trust.
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The Consumer Bankers Association supports ongoing dialogue with Ranking Member
Waters, the members of the Committee, committee staff, and federal regulatory agencies
as legislative and supervisory frameworks evolve. CBA stands ready to serve as a
practical resource, providing real-world operational perspectives, technical expertise,
and policy feedback. We thank Ranking Member Waters and the Committee for their
leadership on these critical issues and for providing this opportunity to share industry
insights.

Sincerely,

/s/

Jake Letterie

Assistant Vice President, Government Relations Director
Consumer Bankers Association

CC: Kyle Glenn, SVP, Head of Legislative Affairs, Consumer Bankers Association



