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March 5, 2026 
 
The Honorable French Hill     The Honorable Maxine Waters  
House Committee on Financial Services   House Committee on Financial Services 
2129 Rayburn House Office Building   4340 O'Neill House Building  
Washington, DC 20515    Washington, DC 20515 
 
The Honorable Andy Barr    The Honorable Bill Foster 
House Financial Services Committee   House Financial Services Committee 
Subcommittee on Financial Institutions  Subcommittee on Financial Institutions  
2430 Rayburn House Office Building  2366 Rayburn House Office Building  
Washington, DC 20515    Washington, DC 20515 
 
 
Dear Chairman Hill, Ranking Member Waters, Chairman Barr, Ranking Member Foster, and 
Members of the House Financial Services Subcommittee on Financial Institutions:   
 
The Consumer Bankers Association (CBA) 1 thanks you for holding the hearing titled “Fighting 
Fraud on the Front Lines: Challenges and Opportunities for Financial Institutions.” We 
commend you for focusing legislative attention on the growing scourge of fraud and scams that 
inflict deep financial, emotional, and societal harm on individuals and small businesses across 
the United States. CBA shares the Subcommittee’s concern about the pace and sophistication of 
evolving threats—particularly scams that directly target consumers and businesses--and applauds 
the Subcommittee’s willingness to listen to members of industry on the front lines fighting these 
threats every day.  
 
In furtherance of the goal of fighting fraud and scams, CBA urges the Subcommittee to continue 
supporting efforts to:  

• Implement a whole-of-government, cross-sector, public-private initiative for developing 
plans to fight fraud and scams;  
 

• Advance legislation that would bolster banks’ efforts to fight fraud and scams and bring 
other sectors, including the telecommunications and digital platforms sectors, and the 
government even further into this important fight;  
 

• Promote strategies that emphasize real-time data sharing and fraud trend reporting across 
sectors; and 
 

                                                       
1 The CBA is a member-driven trade association, and the only national financial trade group focused exclusively on 
retail banking—banking services geared toward consumers and small businesses. As the recognized voice on retail 
banking issues, CBA provides leadership, education, research, and federal representation for its members. CBA 
members operate in all 50 states. They include the nation’s largest bank holding companies as well as regional and 
super-community banks. Eighty-three percent of CBA’s members are financial institutions holding more than $10 
billion in assets. 
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• Engage with the Executive Branch on further efforts to counter fraud and scams, such as 
through the designation of a Federal lead agency or the use of existing authorities to 
promote further international cooperation and combat cross-border fraud networks.  

 
Fraud and scams are related, but distinct, problems requiring bespoke solutions. 
 
CBA’s members have been raising the alarm about the rise in fraud and scams harming 
American consumers and small businesses for years. Importantly, addressing fraud and scams 
requires an understanding of the key distinctions between the two, as these differences inform 
the differing methods for countering each.  
 
Bank “fraud” refers to situations in which a fraudster attempts to obtain money from a financial 
institution through misrepresentation, such as by impersonating a customer or accessing an 
account without authorization. This activity is best disrupted through bank controls designed to 
prevent fraudsters from accessing funds, including behavioral biometrics, multi-factor 
authentication, and digital ID verification.  
 
“Scams,” on the other hand, are criminal schemes that target customers directly and deceive 
them into voluntarily sending money to a scammer. This activity often occurs in channels outside 
the bank’s purview, such as phone calls, text messages, emails, or online platforms. As a result, 
the tools best suited to stopping scams are those that disrupt the deception at its source, including 
consumer education efforts and protections focused on the telecommunications and digital 
platforms where the deception occurs. 
 
CBA has spearheaded calls for a whole-of-government, cross-sector, public-private approach to 
fighting fraud and scams. 
 
CBA has consistently been at the forefront of marshalling industry’s efforts to fight fraud and 
scams. In 2024, CBA commissioned a white paper by outside consultant Nick Bourke, former 
Director of Consumer Finance at The Pew Charitable Trusts, entitled “Stopping Scams Against 
Consumers: Roadmap for a National Strategy,”2 which outlined an initial framework for cross-
industry collaboration among financial institutions, technology companies, law enforcement, and 
the federal government. CBA subsequently convened a roundtable with participants representing 
the federal government, private sector entities, non-profit consumer organizations, and industry 
trade associations from the banking and telecommunications sectors to discuss the white paper 
and share CBA’s further policy initiatives.3  
 

                                                       
2 Nick Bourke, Stopping Scams Against Consumers: Roadmap for a National Strategy (Jul. 24, 2024), available 
here.    
3 CBA, ICYMI: CBA Convenes Cross-Industry, Public-Private Roundtable to Inform Whole-Of-Government 
Approach to Combat Fraud and Scams (Jul. 24, 2024), available here.   

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4897644
https://consumerbankers.com/press-release/icymi-cba-convenes-cross-industry-public-private-roundtable-to-inform-whole-of-government-approach-to-combat-fraud-and-scams/
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Since then, CBA has consistently4 advocated5 for cross-sector, public-private collaboration to 
develop targeted plans to prevent fraud and scams and protect consumers.  
 
America’s leading retail banks are using all the tools at their disposal to fight these threats.  
 
CBA’s members rigorously take action to counter fraud and scam activity, including, but not 
limited to:  
 

• Conducting additional risk screenings on transactions and their destinations across all 
payment channels; 
 

• Using behavioral biometrics to detect and prevent account takeovers; 
 

• Reporting bad actors and sharing information with other banks & credit bureaus to 
mitigate scams; 
 

• Resourcing investments in both people and technology, such as artificial intelligence to 
combat innovation by bad actors; 
 

• Collaborating with law enforcement agencies to provide fraud and scam training; 
 

• Pushing two-factor authentication to prevent account takeovers during token enrollments; 
 

• Using digital ID verification to prevent identity theft; 
 

• Validating whether the consumer-provided account numbers match intended payee 
names to help prevent scams like business email compromises; 
 

• Developing a robust taxonomy for reporting and classification to address issues 
effectively and at scale; 
 

• Dedicating data science teams to identify and combat account takeovers; 
 

• Utilizing targeted in-app messaging to inform consumers, leading to increased 
abandonment of transactions that are induced by scammers; 
 

• Sharing information on confirmed fraudsters with credit bureaus and payment networks 
to prevent repeat incidents across institutions; and 
 

                                                       
4 Brian Fritzsche, Banks Are Fighting Fraud and Scams, But We Can't Do It Alone, Open Banker (Jul. 10, 2025), 
available here.  
5 Lindsey Johnson, Sadly, the scammers are winning – but our government can help., The Hill (Apr. 30, 2025), 
available here.  

https://openbanker.beehiiv.com/p/scamfighting
https://thehill.com/opinion/finance/5273422-government-strategy-fraud-scams/
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• Investigating the dark web for compromised accounts to proactively ensure consumers 
are protected. 

 
Meaningfully fighting fraud and scams, though, requires involvement of more than just 
America’s banks.  
 
Several legislative initiatives would further bolster banks’ efforts and bring other sectors and 
parts of the government into the fold to combat fraud and scams. For example, the Guarding 
Unprotected Aging Retirees from Deception (GUARD) Act (H.R.2978, S.2544) would permit 
non-Federal law enforcement agencies to receive eligible Federal grant funds to investigate elder 
financial fraud, pig butchering, and general financial fraud. Similarly, the Task Force for 
Recognizing and Averting Payment Scams (TRAPS) Act (H.R.4936, S.2019) would establish a 
task force to examine current trends and developments in payment scams, identify effective 
methods for preventing such scams, and issue recommendations to enhance efforts to identify 
and prevent such scams.  
 
Importantly, the recently introduced Safeguarding Consumers from Advertising Misconduct 
(SCAM) Act (H.R.7548, S.3774) would prohibit online platforms from displaying fraudulent or 
deceptive commercial advertisements. The SCAM Act’s effort to ensure online platforms need to 
be involved in the fight against fraud and scams is particularly important in light of a recent 
internal report from one of the most prominent online platforms that estimated it generated 10% 
of its revenue, roughly $16 billion, by allowing fraudulent advertisements and scams to 
proliferate on their websites.6 As CBA noted in its joint letter of support for the SCAM Act,7 that 
online platform is also cited as the origination platform for close to half of the reported scams on 
the peer-to-peer payment platform Zelle, leading to millions in losses for consumers. 
 
While many proposed strategies8 and legislative initiatives incorporate the key elements CBA 
has identified as essential to a successful anti-fraud and anti-scams framework – including cross-
sector data collection on fraud and scam trends, real-time information sharing, and consumer 
education – CBA encourages lawmakers to continue exploring innovative solutions. For 
example, renewed emphasis on international cooperation could help disrupt the operations of 
malicious actors operating across borders. 
 

                                                       
6 Jeff Horwitz, Meta is earning a fortune on a deluge of fraudulent ads, documents show, Reuters (Nov. 6, 2025), 
available here.   
7 Letter from CBA et al. to Senators Ruben Gallego & Bernie Moreno re: Safeguarding Consumers from 
Advertising Misconduct Act (Feb. 4, 2026), available here.   
8 The Aspen Institute Financial Security Program, United We Stand: A National Strategy to Prevent Scams (Sept. 
30, 2025), available here.    

https://www.reuters.com/investigations/meta-is-earning-fortune-deluge-fraudulent-ads-documents-show-2025-11-06/
https://consumerbankers.com/wp-content/uploads/2026/02/Safeguarding-Consumers-from-Advertising-Misconduct-Act-Coalition-Letter.pdf
https://static1.squarespace.com/static/671a80aa4a84f2359ce4d360/t/68db3571c0b781588f988d15/1759196529115/National+Strategy+to+Prevent+Scams_9-29.pdf
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Executive action could bolster and expedite efforts to fight fraud and scams.  
 
These initiatives could be bolstered through support by the Administration, such as through the 
issuance of Executive Orders. An Executive Order would not replace legislative action, nor 
would it alter Congress’s important oversight role, but instead it could promote structural 
alignment across agencies while longer-term statutory reforms are developed and considered.  
 
An Executive Order could seek to designate a single federal agency to coordinate cross-
government fraud disruption and enforcement efforts to serve as the lead point of contact for 
both domestic and international partners. Currently, multiple federal agencies, including the 
Federal Bureau of Investigation, Homeland Security Investigations, the U.S. Secret Service, and 
IRS Criminal Investigation address different aspects of fraud and scam activity, often operating 
in tandem. To support the creation of a whole-of-government approach, an Executive Order 
could identify any of the aforementioned agencies, or any other potential agency, to centralize 
strategy, enhance intelligence-sharing, and streamline enforcement priorities. 
 
Furthermore, an Executive Order could target existing illicit finance authorities to address 
evolving global threats. The Department of Treasury could be directed to consider increased 
usage of the Financial Crimes Enforcement Network's (FinCEN) Section 9714 authority to 
address Russian illicit financial crimes and to explore methods of addressing similar illicit 
finance activity in other countries. Notably, this authority does not require a foreign financial 
institution to be registered or incorporated in Russia to fall within its scope, and instead FinCEN 
need only determine that the institution is a primary money laundering concern in connection 
with Russian illicit finance.9  
 
To date, FinCEN has exercised this authority once, in 2023, in connection with a Hong Kong-
based virtual currency exchange that was of primary money laundering concern in connection 
with Russian illicit finance10 that received $224 million from scams between 2019 and 2021.11 
Increased usage of Section 9714 authority and exploring potential analogous authorities applied 
to other jurisdictions associated with significant illicit finance activity would provide Treasury 
with a flexible and targeted tool to address emerging threats. Indeed, such authority could be an 
area where legislative initiatives could support FinCEN activity in this space. Moreover, these 
authorities could be paired with Executive Order-recommended tools for fighting fraud and 
scams, such as the use of sanctions on countries that do not sufficiently work to counter these 
criminal activities, to strengthen the federal government’s ability to disrupt transnational fraud 
networks and to enhance coordination with financial institutions working to protect consumers 
on the front lines. 
 
                                                       
9 See Imposition of Special Measure Prohibiting the Transmittal of Funds Involving Bitzlato, 88 Fed. Reg. 3919, 
3924 (Jan. 23, 2023), available here; see also FinCEN, Frequently Asked Questions: Section 9714 Order Prohibits 
Certain Transmittals of Funds Involving Bitzlato (Jan. 18, 2023), available here.  
10 Imposition of Special Measure Prohibiting the Transmittal of Funds Involving Bitzlato, 88 Fed. Reg. 3919 (Jan. 
23, 2023), available here.  
11 Imposition of Special Measure Prohibiting the Transmittal of Funds Involving Bitzlato, 88 Fed. Reg. 3919, 3922 
(Jan. 23, 2023), available here. 

https://www.govinfo.gov/content/pkg/FR-2023-01-23/pdf/2023-01189.pdf
https://www.fincen.gov/system/files/shared/FAQs_Bitzlato%20FINAL%20508.pdf
https://www.govinfo.gov/content/pkg/FR-2023-01-23/pdf/2023-01189.pdf
https://www.govinfo.gov/content/pkg/FR-2023-01-23/pdf/2023-01189.pdf
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Thank you for your consideration of our views. America’s leading retail banks remain ready to 
work with regulators, legislators, consumers, and other industries to collaboratively protect 
consumers and stymie the rising tide of fraud and scams.  
 
Sincerely, 
 

 
Lindsey D. Johnson  
President and CEO 
Consumer Bankers Association 


