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Overview 
On Wednesday, October 4, 2017, Mr. Richard F. Smith, Former Chairman and CEO of Equifax, 
testified before the Senate Banking, Housing, and Urban Affairs Committee in the morning and the 
Senate Judiciary Committee’s Subcommittee on Privacy, Technology, and the Law in the afternoon.  
The hearings, entitled “An Examination of the Equifax Cybersecurity Breach” and “Equifax: 
Continuing to Monitor Data-Broker Cybersecurity,” were called in the wake of the Equifax data 
breach that occurred May 13 through July 30, 2017.  According to recent reports, the breach of the 
company’s dispute portal is now estimated to affect more than 145.5 million Americans.   
 
Senators on both sides of the aisle expressed their outrage and discontent with how Equifax 
handled the situation. Much of the questioning centered on the timeline of events, why the 
vulnerability was not patched, remediation offered, and whether the Chief Legal Officer had 
knowledge of the breach when he approved the sale of stock of senior executives.  
 
Key Takeaways 

• Stock sales: Senators on both sides of the aisle are extremely skeptical of the sale of stock 
by three senior executives on August 1st and 2nd and want an investigation to identify if 
insider trading occurred.  Some are calling for a clawback of these sales. 

• Giving Consumers Control: Both Democrats and Republicans called for future committee 
action to address how to give consumers more control over the data handled by the credit 
bureaus. Financial institutions should be wary of potential changes that would impact their 
ability to sell consumer data and maintain their current access to consumer credit files.  

• Arbitration: Several Democrat Senators questioned why Equifax continues to use 
arbitration clauses on most of its products if it determined it would not use the arbitration 
clause in the product offered related to the breach. These Members are trying to bolster 
their arguments against legislation to repeal the CFPB’s arbitration rule. 

• Bills Introduced:  Currently, in the Senate there are 5 bills that have been introduced 
targeting the credit reporting agencies (CRAs). 

o S.1819 (Warren D-MA) – A bill to amend the Fair Credit Reporting Act to prohibit 
the use of consumer credit checks against prospective and current employees for 
the purposes of making adverse employment decisions. 

o S.1816 (Warren D-MA) – A bill to amend the Fair Credit Reporting Act to enhance 
fraud alert procedures and provide free access to credit freezes, and for other 
purposes. 

o S.1815 (Markey D-MA) – A bill to require data brokers to establish procedures to 
ensure the accuracy of collected personal information, and for other purposes. 

o S.1810 (Wyden D-OR) —A bill to amend the Fair Credit Reporting Act to provide 
access to free credit freezes for all consumers.  

o S.1786 (Schatz D-HI) — A bill to amend the Fair Credit Reporting Act to enhance the 
accuracy of credit reporting and provide greater rights to consumers who dispute 
errors in their credit reports, and for other purposes. 

 

 Rounds 2 & 3: Additional Hearings on Equifax Data 
Breach 

https://www.banking.senate.gov/public/index.cfm/hearings?ID=B61BB78D-CF34-4D54-B7F2-F7F982D77D6F
https://www.judiciary.senate.gov/meetings/equifax-continuing-to-monitor-data-broker-cybersecurity
https://www.congress.gov/bill/115th-congress/senate-bill/1819?r=4
https://www.congress.gov/bill/115th-congress/senate-bill/1816?r=7
https://www.congress.gov/bill/115th-congress/senate-bill/1815?r=8
https://www.congress.gov/bill/115th-congress/senate-bill/1810?r=13
https://www.congress.gov/bill/115th-congress/senate-bill/1786/text?r=37
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Senate Banking Opening Statements 
Senate Banking Committee Chairman Mike Crapo (R-ID) stated “Cybersecurity is one of the 
most pressing issues facing companies, consumers and governments alike, and is one of the biggest 
threats to our financial system. The amount of data that the private industry and the government 
collect and store is very concerning. There is an intrinsic vulnerability in collecting and storing 
personal financial information, and we need to have a meaningful discussion on how to protect and 
limit access to it. The Banking Committee takes its oversight of credit bureaus seriously, as they are 
financial institutions under the Gramm–Leach–Bliley Act.” He continued, “[T]here are valid and 
important questions about the steps Equifax has taken to remediate customers and whether more 
needs to be done to minimize the potential harm to those affected. In an op-ed last week, your 
successor admitted that ‘it is important to ‘give consumers the power to protect and control access 
to their personal credit data.’”  
 
Ranking Member Sherrod Brown (D-OH) stated, “The story of this data breach is a familiar one. 
A big financial institution screws up. Executives walk away with millions of dollars. Tens of millions 
of Americans end up holding the bag.” His opening statement continued the comparison of Equifax 
to the recent problems at Wells Fargo.  He expressed frustration for a lack of information to date 
and called for clear answers on the timeline of events.  “Despite your promise to deliver a free 
“credit-lock” product next year, all of Equifax’s actions up to this point demonstrate that this is not a 
company that deserves to be trusted with Americans’ personal data,” he concluded. 
 
In his testimony, Mr. Smith accepted full responsibility for the breach and apologized to the public.  
He attempted to detail the timeline of discovery and response to the breach.  He acknowledged two 
failures: a human error for the failure to apply a software patch and a technological error of a 
system that failed to detect the vulnerability.  Mr. Smith identified that the company concluded by 
late August it was subject to a major breach.  Equifax then focused its efforts on notification to 
consumers; deployment of a website, call centers, and free services; preparation for an increased 
threat of cyberattacks; and coordination with the FBI and other federal agencies.  Despite these 
efforts, Mr. Smith acknowledged mistakes were made in the remediation rollout.  He also used his 
testimony to announce the January 31, 2018 release of a free lock product to allow consumers to 
lock and unlock their credit. 
 
Senate Banking Question and Answer Session 
Breach Investigation 
Sen. Jon Tester (D-MT) questioned about the failures that occurred to implement a patch. Mr. 
Smith said the person responsible for communicating the need for the patch to the appropriate staff 
failed to do so.  In addition, the scanner that was deployed days later did not detect the 
vulnerability and its failure is still under investigation.  Sen. Tester said that the six week period of 
time it took for Equifax to notify the public was unacceptable.  
 
Stock Sale 
Sens. Ben Sasse (R-NE), Tester, Tim Scott (R-SC), and Heidi Heitkamp (D-ND) questioned Mr. 
Smith about the role of Chief Legal Officer John Kelly in the response to the breach.  According to 
Mr. Smith, Mr. Kelly was notified of suspicious activity on July 31st and later approved the sale of 
stock by three executives on August 1st and 2nd, but to Mr. Smith’s knowledge Mr. Kelly did not yet 
know there was a breach. At that time, it was considered “suspicious activity.” The Senators 
questioned the optics of the timing for the sale and the legality. 

https://www.crapo.senate.gov/media/newsreleases/crapo-opening-statement-at-equifax-hearing
https://www.brown.senate.gov/newsroom/press/release/brown-opening-statement-at-banking-committee-hearing-on-equifax
https://www.banking.senate.gov/public/_cache/files/da2d3277-d6f4-493a-ad88-c809781f7011/F143CC8431E6CD31C86ADB64041FB31B.smith-testimony-10-4-17.pdf
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With respect to claims of insider trading, Sen. Tester said, “This really stinks.”  Sen. Scott noted that 
these are the “luckiest investors” and expressed that it is hard to believe.  Sen. Heitkamp said, “It 
looks pretty suspicious and your Chief Legal Officer has some explaining to do.” 
 
Remediation Products 
Chairman Crapo questioned Mr. Smith about steps Equifax is taking to remediate and make 
consumers whole.  Equifax is offering five free products: (1) Free credit monitoring, (2) a credit 
lock, (3) a scan of the dark web, (4) free access to Equifax’s file; and (5)an insurance product to 
recoup costs of up to $1 million for a consumer working to repair credit.  
 
Chairman Crapo questioned Smith about giving the consumer the ability to control their own data 
and what needs to change to give consumers this power.  Mr. Smith said the first step is the credit 
lock product Equifax will provide.  Sen. Crapo questioned whether the Federal Reserve or the CFPB 
or any other federal agency has access to Equifax’s data. Smith was unsure whether the credit lock 
would prevent any government agency from accessing a consumer file. 
 
Sen. Warner (D-VA) expressed concern with Equifax’s consumer response and expressed 
frustration that the company did not have basic cyber 101 hygiene.  
 
Sen. Heitkamp was deeply concerned about the rollout and offering of remediation products. She 
also expressed concern that despite the sensitivity of the information held by Equifax it did not 
have a sufficient system in place for what to do in response to a breach.  Additionally, Sen. Heitkamp 
proposed allowing consumers to opt in to the data collection by the bureaus. 
 
Sen. Kennedy (R-LA) asked for a commitment by Mr. Smith to create an App that would provide 
free credit lock that consumers can switch on and off.  Mr. Smith said he expects Equifax to roll out a 
product similar to what Sen. Kennedy described in January and encouraged his competitors to 
follow their lead.  
 
Data Collection 
Sens. Brown, Warner, and Elizabeth Warren (D-MA) expressed concern about the sheer volume 
of data collected by CRAs without consumer consent and said that consumers should have better 
control over their data and who has access to it. 
 
Sen. Crapo would like for Congress to get a better understanding of the massive data collection that 
is taking place within the Federal Government and private industry.  He would also like for private 
industry to share with Congress what regulators are demanding with respect to consumer data and 
how Congress should take a very close look at the entire system.  Sen. Sasse echoed Sen. Crapo’s 
concerns. 
 
Sen. Kennedy expressed concerns about how consumers can correct their records at Equifax if the 
information they have is faulty and encouraged Mr. Smith to make the process much easier.  
 
Sen. Van Hollen’s (D-MD) questioning centered on the lack of control consumers have over the 
data that Equifax collects and how the CRA’s have the power to harm people’s lives.  He questioned 
if this was right since the consumer did not volunteer the information as it was provided by other 
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parties.  He went on to comment that the CRA’s are the most complained about companies per the 
CFPB complaint portal. 
 
Arbitration 
Senators Brown, Warner, Van Hollen and Heitkamp called attention to the use of arbitration 
clauses by Equifax. Mr. Smith said it was never the intent to have arbitration clauses in the offering 
of the remediation product. Rather, it was part of boilerplate contract language.  
 
Sen. Brown concluded his remarks by questioning why forced arbitration is acceptable to Equifax 
for some products but not for the credit monitoring product offered to those affected by the breach.  
Mr. Smith did not directly answer Sen. Brown’s question and instead stated that arbitration is 
lawful tool for resolving conflicts. 
 
Monetary Penalties 
Sen. Warren stressed that Equifax should have mandatory and severe penalties “per account 
hacked”. 
 
Solving for Future Breaches 
Chairman Crapo focused a line of questioning on how to move forward post-Equifax breach and 
whether Social Security Numbers are the best form of identifying information.  Mr. Smith 
commented that there should be an evolution away from the use of Social Security Number and 
there should be a public-private partnership to find the solution. 
 
Sen. Perdue (R-GA) called for movement on the Carper-Blunt data security and breach notification 
bill to raise the standard, which is supported by CBA.  In response to a question on whether this bill 
would be helpful, Mr. Smith testified that raising a national standard would be helpful. 
 
Sen. Tillis expressed concern with the exposure consumers have with data aggregators, stating 
Congress needs to start thinking big picture to make sure that companies like Equifax are not 
breached. 
 
Profiting from Breaches 
Sen. Warren said Equifax should have the best data security in the industry, but instead Equifax 
has the worst standard.  Sen. Warren then pointed to a quote from Mr. Smith a few weeks before 
the hack was disclosed in which he said fraud was a big business for Equifax.  Sen. Warren’s line of 
questioning then centered on Equifax’s business leading to greater business opportunities.  She also 
clarified that Equifax is offering free credit monitoring for a year, but the consumer will have to pay 
for it after the first year. Further, she noted that Lifelock has seen a tenfold increase in enrollment 
since the Equifax breach, and LifeLock passes some of that revenue back to Equifax.  In closing, 
Warren railed that Equifax did a terrible job of protecting consumer data because the incentives in 
this industry were out of whack.  Small banks and credit unions will have to pay money to reissue 
new credit cards, while Equifax comes out successful because of the new business gained.   
 
Sen. Brian Shatz (D-HI) questioned if it was fair for Mr. Smith and other executives to leave with 
large pensions intact and other monetary benefits.  Mr. Schatz also asked why the breach was not 
disclosed to investors on a call that took place in early August, suggesting that perhaps the reason 
why Equifax withheld information was because of the impact on stock price.  Mr. Smith pushed 
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back saying it would have been premature to disclose because they were still investigating into 
breach and were not aware of size and scope. 
 
Sen. Sasse raised concerns about the financial impact consumers could sustain as a result of the 
breach and what Equifax is doing to mitigate the harm to consumers. He also raised concerns about 
the potential revenue Equifax could gain from selling products to consumers resulting from the 
breach. 
 
Effect on Lending 
Sen. Tillis asked why the credit lock is in the best interest of the consumer and expressed concern 
that if everyone could delete their credit information they would have difficulty getting a loan.  
 
IRS Contract 
Sens. Heitkamp, Kennedy and Sasse asked questions regarding the recently announced $7.5 
million contract awarded by the IRS to Equifax to prevent fraudulent access to taxpayer data.  They 
all committed to inquiring further with the IRS to learn more about the contract and how Equifax 
may have protested to force the contract to be extended. 
 
Effects on Military 
Sen. Joe Donnelly (D-IN) raised concerns about the ability of military personnel to respond to the 
breach and take proactive measures to protect their credit.  Mr. Smith replied that military service 
men and women can access online services or grant a power of attorney to oversee their personal 
business.  Sen. Donnelly suggested Equifax take proactive measures to protect military personnel.    
 
 
Senate Judiciary Subcommittee on Privacy, Technology and the Law Summary 
On Wednesday afternoon, the Senate Judiciary Subcommittee on Privacy held a hearing entitled, 
“Equifax: Continuing to Monitor Data-Broker Cybersecurity.”  The hearing featured testimony from 
Mr. Smith in the first panel and Mr. Jamie Winterton, Director of Strategic Research Initiatives at the 
Global Security Initiative at Arizona State University, and Mr. Tyler Moore, Assistant Professor of 
Cyber Security & Information Assurance at the Tandy School of Computer Science at the University 
of Tulsa, in the second panel. 
 
Judiciary Committee Chairman Chuck Grassley (R-IA) called for uniform data security and 
breach notification standard. 
 
Subcommittee Chairman Jeff Flake (R-AZ) questioned Equifax’s commitment to securing 
consumer data as only 10 percent of its business is consumer facing. 
 
Ranking Member Al Franken (D-MN) and Sen. Richard Blumenthal (D-CT) questioned why 
only one person was responsible for communicating the need for the breach.  The Senators also 
highlighted the company’s use of arbitration clauses and questioned why the company continued to 
use it in its consumer products in light of its retraction of the arbitration clause on the monitoring 
product related to the breach.  
 
Sen. Thom Tillis (R-NC) clarified through a series of questions that the lack of action from one 
individual caused the vulnerability to not be fixed for a few months.  He also reiterated his concern 
from this morning’s hearing that the breach should not become the consumer’s problem but should 

https://www.judiciary.senate.gov/meetings/equifax-continuing-to-monitor-data-broker-cybersecurity
https://www.judiciary.senate.gov/imo/media/doc/10-04-17%20Smith%20Testimony.pdf
https://www.judiciary.senate.gov/download/10/04/2017/10-04-17-winterton-testimony
https://www.judiciary.senate.gov/imo/media/doc/10-04-17%20Moore%20Testimony1.pdf
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be addressed by Equifax. He further highlighted the payments industry’s use of tokenization, or 
something similar, needs to be applied to better ensure the protection of consumer data.  
 
Sen. Amy Klobuchar (D-MN) asked what other companies could learn from the Equifax breach 
and how it was handled. Mr. Smith stressed the importance of approaching security creatively to 
ensure protection against the growing and evolving threat of cyber-attacks. He further noted many 
of the mishaps in Equifax’s response to the breach were due to the sheer volume of consumers they 
were trying to accommodate. 
 
Sen. Patrick Leahy (D-VT) stated that he would introduce a consumer privacy protection bill. He 
also made a series of pointed statements condemning Equifax for both the lack of concern for 
consumer protection and the handling of the matter once the vulnerability was identified.  
 
 


