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Overview 
On Tuesday, October 3, 2017, Mr. Richard F. Smith, former Chairman and CEO of Equifax, testified 
before the House Energy and Commerce Committee’s Digital Commerce and Consumer Protection 
Subcommittee.  The hearing, titled “Oversight of the Equifax Data Breach: Answers for Consumers,” 
was called in the wake of the Equifax data breach that occurred May 13 through July 30, 2017.  
According to recent reports, the breach of the company’s dispute portal is estimated to have 
affected more than 145.5 million Americans.   
 
Members of Congress on both sides of the aisle expressed their outrage and discontent with how 
Equifax handled the situation.  “Equifax deserves to be shamed in this hearing,” said Subcommittee 
Ranking Member Jan Schakowsky (D-IL).  Energy and Commerce Chairman Greg Walden (R-
OR) added, “It’s like the guards at Fort Knox forgot to lock the doors and failed to notice thieves 
emptying the vaults.” 
 
Key Takeaways 

• What happened?  The Equifax staff member responsible for communicating the need to 
deploy the Department of Homeland Security’s recommended software patch to the 
appropriate staff failed to do so.  The scanner meant to check for the patch also failed.  The 
breached data was not encrypted at rest. 

• Expect a flurry of bill introductions:  Bills will target all three major credit reporting 
agencies (CRAs) as well as others holding sensitive information. 

o Introduction of the Free Credit Freeze Act which would require credit freezes to be 
free of charge. 

o Introduction of Secure and Protect Americans’ Data Act – Democratic led bill to 
establish a reasonable data security standard and breach notification requirement 
for companies under the Federal Trade Commission’s purview. 

o Strong possibility of legislation to require examination of CRAs on data security. 
o Future Congressional focus on restricting the amount of data collected by credit 

bureaus and expanding consumer rights to such data. 
• Lock vs. Freeze:  Equifax will offer a free lock product beginning in January 2018 which 

will allow consumers to lock and unlock their credit.  The product will allow consumer data 
to be sold to companies with pre-existing relationships with the customer.  Mr. Smith noted 
protection would be the same as a freeze, but several members expressed concerned about 
the lock product.  

• Future Hearings? Members called for Equifax’s Chief Legal Officer John Kelley and the 
Chief Information Officer to testify before the committee. 

 
Opening Statements 
Energy and Commerce Chairman Greg Walden and Subcommittee Chairman Bob Latta (R-
OH) opened the hearing expressing concern with Equifax’s “ham-handed” response to the breach 
and laid out a series of questions to be answered by Mr. Smith, including how the hackers gained 
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access without being detected, what processes were in place to protect information, and what went 
wrong with its notification and consumer protection processes? 
 
Ranking Member Jan Schakowsky used her opening statement to raise concern about the 
business of CRAs and the lack of regulation of the industry.  She called attention to the multiple 
breaches that have occurred at CRAs, the lack of protections in place at Equifax, the company’s 
response to the breach, and its senior executives’ questionable sale of stock, among other concerns.  
Ranking Member Schakowsky called for the examination of credit reporting bureaus and the 
passage of the Secure and Protect American’s Data Act, a data security and breach notification bill.  
Full Committee Ranking Member Frank Pallone (D-NJ) reiterated many of the same concerns 
and questioned why only one year of fraud monitoring was offered.  Additionally, Rep. Ben Ray 
Lujan (D-NM) gave an opening statement in which he called attention to his Free Credit Freeze Act, 
which would require credit freezes to be free of charge. 
 
In his testimony, Mr. Smith accepted full responsibility for the breach and apologized to the public.  
He attempted to detail the timeline of discovery and response to the breach.  He acknowledged two 
failures: a human error for the failure to apply a software patch and a technological error of a 
system that failed to detect the vulnerability.  Mr. Smith identified that the company concluded by 
late August it was subject to a major breach.  Equifax then focused its efforts on notification to 
consumers; deployment of a website, call centers and free services; preparation for an increased 
threat of cyberattacks; and, coordination with the FBI and other federal agencies.  Despite these 
efforts, Mr. Smith acknowledged mistakes were made in the remediation rollout.  He also used his 
testimony to announce the January 2018 release of a free lock product to allow consumers to lock 
and unlock their credit. 
 
Question and Answer Session 
Breach Investigation 
Chairman Latta questioned Mr. Smith about the Equifax board’s knowledge of the breach.  Mr. 
Smith responded that the board was first notified on August 22 and routinely updated thereafter. 
 
Chairman Walden drilled down on the failures that occurred and found that the person 
responsible for communicating the need for the patch to the appropriate staff failed to do so.  In 
addition, the scanner that was deployed days later did not detect the vulnerability and its failure is 
still under investigation. 
 
Rep. Harper (R-MS) questioned whether Equifax had sufficient reviews in place to ensure the 
quality of their data security protections.  Mr. Smith stated that the company has quarterly IT 
reviews and quarterly security reviews; however, he did not recall learning of the breach at recent 
reviews. 
 
Stock Sale 
Ranking Member Schakowsky questioned Mr. Smith about the role of Chief Legal Officer John 
Kelley in the response to the breach.  According to Mr. Smith, Mr. Kelley was notified of suspicious 
activity on July 31, 2017 and later approved the sale of stock by three executives on August 1 and 2, 
2017, but, to Mr. Smith’s knowledge, Mr. Kelley did not yet know there was a breach. 
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Remediation Products 
Ranking Member Pallone questioned Mr. Smith about the free credit lock product it will offer and 
whether it would permit the sharing or selling of consumer information.  Mr. Smith clarified that 
the lock product would allow consumer data to be provided to those businesses to whom the 
consumer already has a business relationship.  In response to a question on freeze products, Mr. 
Smith noted that freezes are governed by state laws and can be a cumbersome process for 
consumers. 
 
Rep. Lujan questioned whether Equifax will pay for freezes at Experian and TransUnion.  Mr. Smith 
did not answer the question and diverted attention to the fraud monitoring and lock products the 
company is offering. 
 
Data Collection 
Rep. Debbie Dingell (D-MI) expressed concern about the sheer volume of data collected by CRAs 
without consumer consent.  She also questioned why credit reports aren’t free and announced the 
introduction of the Data Protection Act of 2017, which has yet to be published. 
 
Arbitration 
Rep. Adam Kinzinger (R-IL) and Rep. Gene Green (D-TX) both called attention to the use of 
arbitration clauses by Equifax.  Mr. Smith clarified that the arbitration clause was boilerplate 
language related to the fraud monitoring product it was offering and did not affect consumers’ 
ability to seek recourse for the data breach.  Further, he noted the arbitration clause in question 
was removed within 24 hours after deployment of the website offering the product. 
 
Monetary Penalties 
Rep. Joe Barton (R-TX) questioned whether legislation should be introduced to impose “per 
account hacked” monetary penalties on companies that have exposed sensitive consumer 
information.  
 
Solving for Future Breaches 
Rep. Buddy Carter (R-GA) focused his line of questioning on how to move forward post-Equifax 
breach and how the country’s defenses can evolve with the sophistication of criminals.  Mr. Smith 
commented there should be an evolution away from the use of Social Security Number and he 
would like to be a part of finding the solution. 
 
Future Hearings Requested 
Rep. Cardenas asked questions about the role of Equifax Chief Legal Officer John Kelley and called 
on the Committee to hold a hearing to hear his testimony.  Rep. Anna Eshoo (D-CA) requested the 
committee schedule a hearing with Equifax’s Chief Information Officer. 
 


